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Verejny prehlad postoja Kraftec k informacnej bezpecnosti a
ochrane stukromia pre B2B partnerov a obstardvatelov

Verzia 2.0 o Ucinné od: 1. 6. 2026. Slovenskd verzia je jedind
prdvne zdvdznd. Anglickd verzia je informativnym prekladom a v
pripade rozporu md prednost slovenska verzia.

Bezpecnost a sukromie tvoria zaklad dévery medzi Kraftec a
nasimi zakaznikmi. Tento dokument zhffia nase principy,
opatrenia a kontakty v oblasti informacnej bezpecnosti a
ochrany osobnych Udajov pre B2B obstaravatelov a
security/privacy timy, ktori vyhodnocuju spolupracu s Kraftec.
Detailné zavazné dokumenty (Privacy Policy, DPA template,
Politika informacnej bezpecnosti) su k dispozicii na vyziadanie
alebo na kraftec3d.com.

TRUST CENTER — IT SECURITY &
PRIVACY

KRAFTEC, s.r.o.

Public overview of Kraftec's information-security and privacy
posture for B2B partners and procurement teams

Version 2.0 ¢ Effective from: 1 June 2026. The Slovak version is
the only legally binding version. The English version is a non-
binding courtesy translation; the Slovak version prevails in case of
conflict.

Security and privacy are foundational to the trust between
Kraftec and our customers. This document summarises our
principles, measures and contacts in information security and
personal-data protection for B2B procurement and
security/privacy teams evaluating cooperation with Kraftec.
The detailed binding documents (Privacy Policy, DPA
template, Information Security Policy) are available on
request or at kraftec3d.com.



1. NAS ZAVAZOK

1.1 Kraftec sa zavdzuje k transparentnej, primeranej a

kontinudlne zlepSovanej ochrane informacnych aktiv a

osobnych Udajov svojich zadkaznikov, zamestnancov a
partnerov. Nase opatrenia vychdadzaju z ¢l. 32 GDPR, principov
ISO/IEC 27001:2022 a NIS2 (smernica EU 2022/2555 v rozsahu

primeranom nasej velkosti).

2. KONTAKT PRE BEZPECNOST A PRIVACY

2.1 Hldsenie incidentov a zranitelnosti (responsible
disclosure): [security@kraftec.sk]. Otazky ochrany osobnych
Udajov:  gdpr@kraftec.sk. B2B

info@kraftec.sk.

Vseobecné otazky:

2.2 Cielova reakénd doba: kritické bezpecnostné incidenty do
24 hodin, ostatné poziadavky do 5 pracovnych dni.

3. CERTIFIKACIE A SULAD

3.1 Aktualny stav (k 1. 6. 2026):

e SO 9001:2015 — interny systém pripraveny, certifikacia
Vv procese.

e  |SO 14001:2015 — interny systém pripraveny, certifikdcia
v procese.

e ISO/IEC 27001:2022 — principy uplatiiované, formalna
certifikacia zvazovana podla rozvoja podnikania.

e Pldnované sektorové certifikacie: IATF 16949

(automotive), AS9100 (aerospace).

e Sulad s GDPR (nariadenie (EU) 2016/679), zakonom ¢&.
18/2018 Z. z., §109 zak. ¢. 452/2021 Z. z. (cookies),
nariadenim (EU) 2023/988 (GPSR).

4. TECHNICKE A ORGANIZACNE OPATRENIA
(TOM)

4.1 Riadenie pristupu

e  Princip najmensich opravneni (least privilege) a need-to-
know.

e Dvojfaktorova autentifikdcia (MFA) pre vsetky kritické
systémy.

e  Pravidelnd revizia pristupovych opravneni (kazdych 6
mesiacov) + okamZitd deaktivdcia pri zmene/skonéeni
vztahu.

1. OUR COMMITMENT

1.1 Kraftec is committed to transparent, proportionate and
continuously improving protection of information assets and
personal data of our customers, employees and partners. Our
measures derive from Art. 32 GDPR, ISO/IEC 27001:2022
principles and NIS2 (EU Directive 2022/2555 to the extent
proportionate to our size).

2. SECURITY AND PRIVACY CONTACT

2.1 Incident and vulnerability reporting (responsible
disclosure): [security@kraftec.sk]. Data-protection inquiries:
gdpr@kraftec.sk. General B2B inquiries: info@kraftec.sk.

2.2 Target response time: critical security incidents within 24
hours, other requests within 5 working days.

3. CERTIFICATIONS AND COMPLIANCE

3.1 Current status (as of 1 June 2026):

e SO 9001:2015 — internal system prepared, certification
in progress.

e [SO 14001:2015 — internal system prepared, certification
in progress.

e ISO/IEC 27001:2022 — formal

certification considered based on business development.

principles applied,

e Planned sector certifications: IATF 16949 (automotive),
AS9100 (aerospace).

e Compliance with GDPR (Regulation (EU) 2016/679), Act
No. 18/2018 Coll., §109 of Act No. 452/2021 Coll.
(cookies), Regulation (EU) 2023/988 (GPSR).

4. TECHNICAL AND ORGANISATIONAL
MEASURES (TOM:s)

4.1 Access control

e Least-privilege and need-to-know principle.

e  Multi-factor authentication (MFA) for all critical systems.

review (every 6 months) +
change/end of

e Periodic access-rights

immediate deactivation on role

engagement.



4.2

4.3

4.4

4.5

Sifrovanie

Sifrovanie v prenose: TLS 1.2+ pre vietky externé
komunikacie.

Sifrovanie diskov (full-disk encryption) na vietkych

prenosnych zariadeniach a serveroch s doévernymi

udajmi.

Bezpecné mazanie pri vyradeni (NIST SP 800-88).

Siet a koncové zariadenia

Firewall, IDS/IPS, segmenticia siete (oddelenie

produkénej, kancelarskej a hosti Wi-Fi siete).

Antivirus/EDR na vSetkych koncovych zariadeniach;
ochrana pred ransomwarom; automatické bezpecnostné

zaplaty.

Vzdialeny pristup len cez VPN s MFA.

Zalohovanie a kontinuita prevadzky

Denné zalohovanie kritickych systémov; off-site zaloha
aspon raz tyzdenne. Pravidlo 3-2-1.

Testovanie obnovy zo zdlohy minimdlne raz za 6

mesiacov.

Business Continuity Plan (BCP) a Disaster Recovery Plan
(DRP) s definovanym RTO/RPO.

Klasifikacia informacii

4 Urovne: verejné / interné / déverné / prisne doverné —
s primeranymi pravidlami zaobchdadzania pre kazdu

Uroven.

Vstupné data zakaznikov (CAD/3D subory, vykresy,
meracie protokoly) zaobchadzame ako s dévernymi alebo
prisne dovernymi podla povahy projektu.

4.2

4.3

4.4

4.5

Encryption

Encryption in transit: TLS 1.2+ for all external

communications.
Full-disk encryption on all portable devices and servers

with confidential data.

Secure deletion on device disposal (NIST SP 800-88).

Network and endpoints

Firewall, IDS/IPS, network segmentation (separation of
production, office and guest Wi-Fi networks).

Antivirus/EDR on all endpoints; ransomware protection;

automatic security patching.

Remote access only via VPN with MFA.

Backup and business continuity

Daily backup of critical systems; off-site backup at least
weekly. 3-2-1 rule.

Backup-restore testing at least every 6 months.

Business Continuity Plan (BCP) and Disaster Recovery
Plan (DRP) with defined RTO/RPO.

Information classification

4 levels: public / internal / confidential / strictly
confidential — with appropriate handling rules per level.

input data (CAD/3D files, drawings,
measurement reports) is treated as confidential or
strictly confidential depending on project nature.

Customer



5. OCHRANA OSOBNYCH UDAJOV

5.1 Kraftec ako prevadzkovatel spraciva osobné udaje v
sulade s GDPR a zakonom ¢. 18/2018 Z. z. Detaily v Zasadach
ochrany osobnych udajov (kraftec3d.com).

5.2 Pri spracivani v mene B2B zakaznika (typicky CAD/3D

sibory s osobnymi Udajmi alebo zakaznicky portal)
uzatvarame samostatnu Sprostredkovatelski zmluvu (DPA)
podla ¢l. 28 GDPR. Vzor je dostupny na vyZiadanie na

gdpr@kraftec.sk.

5.3 Doba uchovavania zakaznickych ddtovych suborov (CAD,
3D skeny, meracie protokoly): zakaznik si pri Objednavke zvoli
(a) automatické vymazanie do 30 dni od fakturacie alebo (b)
uchovanie do Ziadosti o vymazanie.

5.4 Prenos osobnych udajov mimo EHP: vylucne na zaklade
EU-US Data Privacy Framework (rozhodnutie 2023/1795)
alebo Standardnych
2021/914).

zmluvnych doloziek (rozhodnutie

6. SUB-PROCESSORY A DODAVATELSKY
RETAZEC

6.1 Typicki sub-processory v aktualnej prevadzke (zoznam
udrZiavame v Prilohe ¢. 3 vzoru DPA a aktualizujeme pri
zmene):

e Externd uctovnd kanceldria (SK) — Gctovnictvo,

fakturacia.

e Hosting a IT infradtruktura (EU) — prevadzka webu, e-
shopu, CRM, cloud.

e Dorucovatelia (Slovenska posta, GLS, DPD, DHL, FedEx) —
dorucenie tovaru.

e  Platobné brany a banky — spracovanie platieb.

e  Mailchimp / Brevo — e-mailovy marketing (EU/USA,
DPF/SCCs).

e Google (Workspace, Analytics, Ads) — produktivita,
analytika, reklama (USA, DPF).

e Meta Platforms Ireland, LinkedIn Ireland — pixely a
remarketing (so suhlasom v cookie banneri).

6.2 Vsetkych sub-processorov si Kraftec vybera na zaklade
due diligence a uzatvara s nimi Sprostredkovatelské zmluvy
alebo rovnocenné data-protection clauses.

7. INCIDENT RESPONSE

7.1 Pri zisteni bezpecnostného incidentu Kraftec:

5. PERSONAL DATA PROTECTION

5.1 As a controller, Kraftec processes personal data in
compliance with GDPR and Act No. 18/2018 Coll. Details in
the Privacy Policy (kraftec3d.com).

5.2 When processing on behalf of a B2B customer (typically
CAD/3D files with personal data or a customer portal), we
conclude a separate Data Processing Agreement (DPA) under
Art. 28 GDPR. Template request at
gdpr@kraftec.sk.

available on

5.3 Retention of customer data files (CAD, 3D scans,
measurement reports): the customer chooses per Order
between (a) automatic deletion within 30 days of invoicing or
(b) retention until deletion request.

5.4 Personal data transfers outside the EEA: only based on
the EU-US Data Privacy Framework (Decision 2023/1795) or
Standard Contractual Clauses (Decision 2021/914).

6. SUB-PROCESSORS AND SUPPLY CHAIN

6.1  Typical sub-processors in current operations (list
maintained in Annex 3 of the DPA template and updated on
change):

External accounting office (SK) — bookkeeping, invoicing.

e Hosting and IT infrastructure (EU) — website, e-shop,
CRM, cloud operation.

e Carriers (Slovak Post, GLS, DPD, DHL, FedEx) — goods
delivery.

e  Payment gateways and banks — payment processing.

e Mailchimp / Brevo — email marketing (EU/USA,

DPF/SCCs).

e Google (Workspace, Analytics, Ads) —
analytics, ads (USA, DPF).

productivity,

e Meta Platforms Ireland, LinkedIn Ireland — pixels and
remarketing (with consent via cookie banner).

6.2 All sub-processors are selected based on due diligence;
Kraftec concludes Data Processing Agreements or equivalent
data-protection clauses with them.

7. INCIDENT RESPONSE

7.1 On discovery of a security incident, Kraftec:



e Bezodkladne zacne containment a eradication.

e  Pri porueni ochrany osobnych udajov notifikuje UO0U
do 72 hodin (¢l. 33 GDPR).

e  Pri spracivani v mene zdkaznika notifikuje zdkaznika do
48 hodin v zmysle DPA.

e Vykona koreriovu analyzu (RCA) a napravné opatrenia
(CAPA); dokumentuje v registri incidentov.

8. RESPONSIBLE DISCLOSURE

8.1 Kraftec vita zodpovedné nahlasenie bezpecnostnych
zranitelnosti v jeho systémoch alebo produktoch. Nahlasenie
posielajte na [security@kraftec.sk] s opisom zranitelnosti,
krokmi na reprodukciu a vplyvom. Kraftec sa zavazuje:

e  Potvrdit prijatie do 5 pracovnych dni.

e Vyhodnotit a komunikovat plan napravy do 30 dni.

e Nepodnikne pravne kroky voci nahlasovatelovi, ktory
postupuje v dobrej viere a v stlade s tymito principmi.

9. KDE SA HOSTUJU UDAIJE

9.1 Primarna lokacia hostovania produkénych systémov: EU.
Niektoré sub-processory (Google Workspace, Mailchimp)
mbzu spracuvat Udaje v datovych centrach v USA — vidy s
primeranymi zarukami (DPF/SCCs).

9.2 Pre konkrétne projekty s vy$simi narokmi na suverenitu
Udajov (napr. obrana, vlddne sektory) Kraftec méze zaviazat
na EU-only hosting v individualnej zmluve.

10. SECURITY QUESTIONNAIRES

10.1 Kraftec vypliiuje Standardné security dotazniky pre B2B
obstaravatelov (napr. SIG Lite, CAIQ, individualne zdkaznicke
Ziadosti

dotazniky) v primeranej lehote.

[security@kraftec.sk].

zasielajte na

10.2
Security FAQ ako rozsirenie tejto Trust Page (pripravujeme).

Pre casto sa opakujuce otazky pripravuje Kraftec

11. ZMENY A VERZIA

11.1 Trust Page sa aktualizuje pri zmene infrastruktury, sub-
processorov, certifikacii alebo pravnych predpisov; minimalne
raz rocne.

11.2 Verzia: 2.0. U¢inné od: 1. 6. 2026. Planovana najblizsia

e Immediately initiates containment and eradication.

e On personal-data breach, notifies the Office for Personal
Data Protection within 72 hours (Art. 33 GDPR).

e When processing on behalf of a customer, notifies the
customer within 48 hours per the DPA.

e Performs root-cause analysis (RCA) and corrective action
(CAPA); documents in incident register.

8. RESPONSIBLE DISCLOSURE

8.1 Kraftec welcomes responsible disclosure of security
vulnerabilities in its systems or products. Reports should be
sent to [security@kraftec.sk] with vulnerability description,
reproduction steps and impact. Kraftec commits to:

e Acknowledging receipt within 5 working days.

e  Evaluating and communicating a remediation plan within
30 days.

e Not taking legal action against a good-faith reporter
complying with these principles.

9. WHERE DATA IS HOSTED

9.1 Primary hosting location for production systems: EU.
Some sub-processors (Google Workspace, Mailchimp) may
process data in US datacentres — always with adequate
safeguards (DPF/SCCs).

9.2 For specific projects with higher data-sovereignty
requirements (e.g. defence, government sectors), Kraftec may
commit to EU-only hosting in the individual contract.

10. SECURITY QUESTIONNAIRES

10.1 Kraftec completes standard security questionnaires for
B2B procurement (e.g. SIG Lite, CAIQ, individual customer
questionnaires) within a reasonable timeframe. Requests to
[security@kraftec.sk].

10.2 For frequently recurring questions, Kraftec is preparing a
Security FAQ as an extension to this Trust Page (in
preparation).

11. CHANGES AND VERSION

11.1 The Trust Page is updated on changes in infrastructure,
sub-processors, certifications or law; at least annually.

11.2 Version: 2.0. Effective from: 1 June 2026. Next planned



revizia: 1. 1. 2027.

ZAVERECNE USTANOVENIA — UCINNOST, REVizZIA, SCHVALENIE / FINAL PROVISIONS — VALIDITY, REVISION,

APPROVAL

review: 1 January 2027.

Uéinnost / Platnost: tento dokument je Gcinny od 1. 6.
2026. Najblizsia planovana revizia: 1. 1. 2027. Spolo¢nost
Kraftec, s.r.o. si vyhradzuje pravo dokument kedykolvek
aktualizovat alebo upravit skor, ak si to vyziada zmena
pravnych predpisov, rozhodnutie orgdnu verejnej moci,
zmena obchodnych procesov alebo iny opravneny dévod.
Zodpovednost zdkaznika / pouZivatela za aktudlne znenie:
zakaznik, pouzivatel alebo ind dotknutd osoba je povinna
pred kazdym ukonom (najma pred odoslanim objednavky,
podpisom zmluvy, podanim reklamacie alebo inym
uplatnenim prava) skontrolovat aktualne platné znenie
tohto dokumentu uverejnené na webovych sidlach
kraftec3d.com a kraftec.sk (sekcia ,Dokumenty /
Documents”). Zavazna je verzia uverejnena a oznacena ako
ucinna ku dnu rozhodujuceho ukonu.

Schvdlil / Vydal: Marek Koc¢kovsky, konatel spolo¢nosti
Kraftec, s.r.o., v Trencianskych Tepliciach dria 1. 6. 2026.

Validity / Effect: this document is effective from 1 June
2026. Next scheduled revision: 1 January 2027. Kraftec,
s.r.o. reserves the right to update or amend this document
at any time earlier if required by a change of law, an order
of a public authority, a change of business processes or
another legitimate reason.

Customer / user responsibility for the current version: the
customer, user or other data subject is obliged, before
each action (in particular before placing an order, signing
an agreement, filing a complaint or otherwise exercising a
right), to check the currently valid version of this
document published on the websites kraftec3d.com and
kraftec.sk (section "Dokumenty / Documents"). The
binding version is the one published and marked as
effective on the date of the relevant action.

Approved / Issued by: Marek Koc¢kovsky, Managing
Director (konatel) of Kraftec, s.r.o., in Trencianske Teplice
on 1June 2026.
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